Securing Critical Information Infrastructures

Training Course — Update on Recent Network Attaaoks
Hacker Methods

Length — 4 Hours

Course Description

This course will provide an update on recent haekiacks and the
methods being used by hackers. Issues such as SkAMets, overseas
hackers, money mules and other current threatdwitiscussed in detail.
The students will learn about these new attacks #relpossible affect on
their own networks. The goal of this class is eadbé students to be current
on the new threats to their network.

Course Outline

* Recent hacker attacks and successes

» Changes in hacker motivation — rise of professitiaaking

* Recentincrease in image SPAM and SPIM (SPAM o\gr |

* Cyber Criminals and Money Mules

* Bot-nets and zombies — cyber extortion

» Phishing and other identity theft attacks

» Discussion of these methods and possible threakt®toustomer
network

» Counter-strategies and other methods to thwartatteks

For more information on this or any other Lofty étetraining, contact us at
training@Ioftyperch.com




